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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

NA
3
Rationale

Add a new solution to address the requirement of KI#1.
4
Detailed proposal

**** 1st change****

6.Y
Solution #Y: Security policy provisioning for PC5 connection

6.Y.1
Introduction

This solution address KI#1.

This solution proposes to introduce AUSF Proxy between the WLAN AP and the AUSF for topology hiding, and propose to use SN Name to indicate to the UDM that the UE is using WLAN AP and the EAP-AKA’ authentication method will be selected
6.Y.2
Solution details
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Figure 6.Y.2 NSWO authentication procedure
0.
The UE selects a WLAN AP that supports NSWO mode based on URSP rule or manual selction.
Editor’s Note: Network selection scheme shall be defined by SA2.
1. A layer-2 connection is established between the UE and the WLAN AP. In case of IEEE 802.11 [80], this step corresponds to an 802.11 [80] Association. In case of PPP, this step corresponds to a PPP LCP negotiation. In other types of non-3GPP access (e.g. Ethernet), this step may not be required.
2.  An EAP authentication procedure is initiated. EAP messages shall be encapsulated into layer-2 packets, e.g. into IEEE 802.3/802.1x packets, into IEEE 802.11/802.1x packets, into PPP packets, etc. 
3. The UE generates SUCI with NAI format regardless whether UE has security context or 5G-GUTI. The UE provides SUCI to WLAN AP that triggers the WLAN AP to send an AAA request to AUSF Proxy. 
4. The WLAN AP sends AAA Request to AUSF Proxy. The AAA message contains SUCI and access network identity.
Editor’s Note: Access network identity is FFS.
5. The AUSF proxy selects an AUSF based on RID in the SUCI. 
6.The AUSF proxy sends Nausf_UEAuthentication_Authenticate Request message to the selected AUSF. The Nausf_UEAuthentication_Authenticate Request message includes the SUCI of the UE and the access network identity. The access network identity can be put into the SN name part.

7. The AUSF selects the UDM based on RID in the SUCI.

8. The AUSF sends Nudm_UEAuthentication_Get Request message to the UDM. The message includes the SUCI of the UE and the access network identity. The access network identity can be put into the SN name part.

9. The UDM selects the EAP-AKA’ authentication method based on the access network identity.

10. The UDM de-conceal the SUCI to gain SUPI, and check whether the UE is authorized to use NSWO mode based on the subscription.
11. The UDM derives the AV and sends the AV and SUPI to the AUSF via the Nudm_UEAuthentication_Get Response message.

12. The AUSF stores the SUPI and sends EAP Request/AKA’-challenge message to the AUSF Proxy.

13. The AUSF proxy sends the EAP Request/AKA'-Challenge message to the UE.

14. The UE verifies the AV and sends EAP Response/AKA'-Challenge to the AUSF proxy.

15. The AUSF Proxy sends Nausf_UEAuthentication_Authenticate Request message to the AUSF. 

16. The AUSF authenticates the UE and if success, the AUSF derives and the MSK. 
Editor’s Note: Whether Kausf is derived and stored is FFS.
Editor’s Note: Whether the linking home control procedure is needed is FFS.
17. The UE and the AUSF optional exchange of further EAP message.

18. The AUSF sends EAP-Success message to the AUSF Proxy.
Editor’s Note: Whether the MSK is sent to the WLAN AP is FFS.
19. The AUSF Proxy sends the EAP success.

20. The WLAN AP sends the EAP Success to the UE.

21. The UE derives the MSK as the same way as the AUSF,
Editor’s Note: Whether Kausf is derived and stored is FFS.
Editor’s Note: Whether and how the MSK is used is FFS.
6.Y.3
Evaluation
TBD
**** End of change****

